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· Thank you, Mr. Minister.  Good afternoon everyone, and welcome to today’s Cybersecurity and Intellectual Property Rights Workshop.

· I would like to extend my gratitude and thanks to Minister Ramin Guluzade and to the dedicated officials in the Ministry of Transport, Communications, and High Technologies for their work to host today’s workshop.

· I would also like to thank Microsoft and Oracle for their generous support of today’s event, and their commitment to Azerbaijan’s digital future.

· This workshop is an important opportunity to discuss ways we can better protect our systems and networks from cyberattacks and malevolent actors.

· In my time as Ambassador, I’ve made promotion of intellectual property rights one of my top priorities.  There is an intrinsic link between cybersecurity and intellectual property rights.

· In the context of computer systems and networks, the way we best increase our cybersecurity is by ensuring the use of verified, licensed software for official business.

· Licensing software saves companies and government money in the long run from the steep costs of recovering money and information lost from cyberattacks and other malign interference. 

· In fact, every year malware from unlicensed software costs companies and governments worldwide nearly $359 billion a year, or $10,000 per infected computer.  One study conducted last year showed that organizations now face a nearly one-in-three chance of encountering malware when they obtain or install unlicensed software.

· A study from Kaspersky Lab in Azerbaijan earlier this year found that 42% of personal computers in the country have encountered at least one cyber threat in the first nine months of 2019.  While this study focused primarily on personal computers, we know that government systems are also attractive targets for cyberattacks from malicious actors.

· Just last week, hackers launched a massive cyberattack against multiple targets in Georgia.  This attack defaced and shut down multiple government sites, from the websites of general jurisdiction courts to the government website of the President herself.


· Azerbaijan is not exempt from the danger cyber threats pose to a country’s political independence and economic interests.  As public servants, it is the duty of all those in government to protect their ministries against not only the economic losses of cyberattacks, but also the damaging effects on a government’s financial, political, and national security interests.

· As Azerbaijan moves forward on ambitious e-government initiatives, securing government systems and networks from cyber threats is increasingly important.  I understand that over this past year alone, Azerbaijan’s E-Government Development Center has developed, among other things, an E-government portal providing more than 400 types of services to citizens.

· With increased reliance on electronic processes comes increased vulnerability to cyberattacks.  It is thus imperative to work together to counter these threats.  

· Toward this effort, let us be clear: computers operating unlicensed software are a national security threat because they are highly vulnerable to cyberattacks.

· Where unlicensed software poses a vulnerability for networks, licensed software subscriptions feature patches and updates that help secure systems and networks from cybersecurity threats.

· In addition to unlicensed software, of course there are other steps that Azerbaijan can take to enhance its cybersecurity.

· As Azerbaijan further develops its information and communications technology sector, it is imperative that the public and private sector partner only with providers it can trust.  

· We know that Chinese companies like Huawei, Tencent, and ZTE have no meaningful ability to tell the Communist Party “no” if officials ask for access to their data.  By partnering with or buying from these state-owned enterprises, Azerbaijan is opening a back-door to interference from the Chinese government, and compromising the security of your data. 

· Hardware, software, and services provided by Chinese companies increase the risk of compromise to the confidentiality, integrity, and availability of Azerbaijani network assets.  Yes, this means the increased risk of cyberattacks and other malicious interference that could undermine Azerbaijan’s sovereignty and political independence.  

· To ensure the integrity of Azerbaijan’s cybersecurity efforts, it is important that Azerbaijan partner with companies it can trust, companies that are based in countries that respect the rule of law and the delineation between the public and private sectors.

· Looking forward, the United States stands ready and willing to help Azerbaijan preserve its sovereignty and independence as you all work to better protect your networks and systems from cybersecurity threats.

· I want to note the progress Azerbaijan has made on enhancing cybersecurity and respecting intellectual property rights in recent months.  I would like to thank all of you who have played a role to help ensure all government software is licensed and, with it, the role you have played enhancing Azerbaijan’s cybersecurity and national security.  I also applaud the initiative AmCham took earlier this year, when all its members pledged only to use licensed software.

· While progress has been made, however, there is still much work to be done.  We look forward to Azerbaijan’s full compliance in using licensed, rather than pirated, software, and we urge due payment to companies for their programs used.  It is money well spent – an investment in Azerbaijan’s future security and prosperity.

· You see, cyber security is closely linked to economic security as well.

· As Ambassador of the United States, I often hear from American companies considering investing in Azerbaijan.  

· From my conversations, it has become apparent that most American companies cite the same two reasons for deciding not invest in this country.  

· First, they cite weak intellectual property rights protections in Azerbaijan, including intellectual property rights related to software, and worry that the intellectual property of their company would not be protected if they invested here.

· Second, American companies worry about the uneven rule-of-law in Azerbaijan: whether their company would be treated fairly and transparently in the courts, or whether their employees would be afforded the universal human rights protections guaranteed to them in international human rights law.

· To improve the business climate and attract investment in Azerbaijan, it is imperative that we work together to address rule-of-law concerns and, as we are doing today, move forward to address intellectual property infringement and the widespread use of pirated software in the Azerbaijani government.

· Attention to intellectual property protection will help Azerbaijan not only attract new businesses and foreign investment, it will help Azerbaijan produce new and innovative local companies, and it will help Azerbaijan protect its national security.

· Azerbaijan’s continued progress in this area can make it a leader in the region on the protections of intellectual property rights.

· Today, we are lucky to have one of the United States’ leading cybersecurity policy experts, former Deputy National Security Advisor Mark Pfeifle, to speak more on this topic.  Unlike me, he is a real expert, and can provide practical advice on how best to ensure Azerbaijan’s data systems and critical infrastructure are secure from cyberattacks.

· I am proud to be here with you all today to shine light onto the importance of this topic.  From today’s efforts, I hope we can all move a step closer to promoting economic opportunity in Azerbaijan as well as Azerbaijan’s national security.  

· Thank you.


